Mobile Application "Digital Citizen”
Together in the digital eral!
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What is the "Digital Citizen™ mobile application

Digital Citizen mainly consists of a mobile application
that allows citizens to register via CY Login and add
Wniakés different types of their documents in digital form.
Likewise, it allows the national authorities and private
entities to directly validate the authenticity of

documents and digitally verify the citizen’s details.
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Legal Basis / Acceptance of
Digital Citizen Documents
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The digital form of the public documents in the Digital Citizen
application is equivalent to the corresponding physical document,
for any lawful use within the territory of the Republic of Cyprus.

For every document integrated into the Digital Citizen
application, appropriate legislation must be put in place so
that the digital form of the document has the same legal
force as the printed form.

At this stage, the legal regulation has been completed both for
the identity card (Decision of the Director-General of the
Ministry of Interior) and for the driving licence (Order under
section 57A(1) / K.D.P. 381/2024).
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Current functions of the Digital Citizen application

Main Functions
Identification / User registration in the application via CY Login
(requires a verified profile with 2FA enabled)

Creation of Digital Copies in the application (ID Card, Driving
Licence, Motor Vehicle Roadworthiness Certificate, Fan Card,
and IDs of Minor Children), with the option to add them to the
device's native wallets (not applicable for the Fan Card)

%_‘ Document Verification via QR code or Quickscan-type QR code

Revocation of Digital Copies from the application
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Upcoming features of the application

Sports Event Tickets

Adding sports event tickets (football first division only) to the application,
‘ enabling stadium entry using a barcode.

Automatic Document
Refresh Updating documents that have expired in the citizen’s application by

| automatically fetching their new issued document.

Non
Cypriots' Documents Issuance of electronic copies of non-Cypriot nationals’ documents

‘ (registration/residence permit) in the application.

The upcoming features will be available prior to the award of the Contract
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The Digital Citizen home document list screen

Wno1akog Add further documents
FlGlA ETN e

KaAwooploeg,

Agktio TavtoTNTAC

Digital Assistant Function

Add main documents

Go to the FAQ and
sign-out screen
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Go to the main
documents screen
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/4 Document Name

|
_____—— Main Document Fields/Details
/ Kwbikde Xwpag Mévvnone
Citizen Photo or Document Service XX
» Logo
AplBpog Kaptac
| Create document in the phone’s
! )// wallet app 1 234
Zgor;sleerﬁcvngﬁgt Z :j Quick Sean — View/Generate quick-verification QR Katnyopia
B — KATHIOPIA
E:_:.g , ) .| Additional Document Fields / Details
hg poPoAn QR kwdikoy ‘| View/Generate verification QR code .
Huepopnvia'Ekdoong Katnyopiag

01/01/1999

Ovopa

ONOMA

Huepopnvia AnEng Katnyopiag

01/01/2999

Enwvupo

EMONYMO . ,
[leploplopol Katnyoplag

— Additional Document Fields / Details |‘| EP|OP|ZM Oz
NAME
[evikoi Meploplopol

Surname [EN.MEPIOPIZMOX
SURNAME

v

Unique 22-digit document code

v

Kwblkog Eyypagou: XoqoS5ZnCzggBtxnp6-TtA L-

Huepopnvia revvnong

01 /01 /1 900 Aev anotelel diebveg TagLdLwTIKS €yypago

Not an international travel document
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Technical Architecture of the “Digital Citizen” Solution

4 core architectural components: mobile application (iI0S/Android) + mobile backend, FLEX Gateway
(APl Gateway & core backend APIls), digital document verification service/website (for public sector only),
and citizen support platform.

Microservices on Microsoft Azure: cloud-native design with containerized microservices on Azure
PaaS services, for high availability, elasticity and cost-effectiveness.

Integration with the gov.cy ecosystem: CY Login (OpenID Connect, citizen authentication), CY Connect
(retrieval of data from source database) and CY Notify (SMS OTP / notifications).
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“Digital Citizen” Architecture

CITIZEN Support Platform

Mobile Application CY-GOV Document
(10S / Android) + Backend Validator (Web/ReactJS)

FLEX GATEWAY — API Gateway

CY Connect CY Notify

gov.cy ecosystem - Microservices on Microsoft Azure
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Roles and Components involved in the architecture

Citizen: The person who uses the "Digital Citizen" smart mobile application to add and share digital documents.
CY-GOV Wallet: The "Digital Citizen" smart mobile application.

Mobile Backend: The backend of the "Digital Citizen" smart mobile application, which is responsible for sending push
notifications during document sharing with the two-factor security mechanism.

FLEX Gateway: The application’s custom-developed APl Gateway, responsible for processing requests originating from the
"Digital Citizen" smart mobile application, validating each request, collecting data from the external systems and services it
connects to, sending OTPs for enhanced security, and storing device and document data.

CY Login: Government identification and authentication service (ldentity Provider, ldentity Management), which uses the
OpenlIDC standard. Citizens are identified using their CY-Login credentials.

CY Connect: The service that manages requests for retrieving data from the source database for the creation of the digital
document, providing an interconnection between the "Digital Citizen" application and Cyprus’s civil identity registry and the
Department of Road Transport, enabling the retrieval of data from the citizen’s physical document. (The interconnection with
the Cyprus Sports Organisation’s Fan Card registry takes place outside CY-Connect)

CY Notify: The notification service/mechanism to citizens’ mobile phones provided by the Cypriot government.

Swift Datastore: Uses the Azure Cache for Redis service to temporarily store the OTPs used when adding digital documents,
as well as the pairing codes used when sharing documents. This enables a longer time-period validity of the OTPs.

Doc DB: Uses the Azure Cosmos DB for MongoDB service to store and retrieve data relating to the citizen’s device and the
digital documents that have been added to the application.

CY-GOV Document Validator Page: A page built with React.JS, used to check the validity of a digital document using the
document’s QR code or unique 22-digit document code, available only on computers with access to the government network.

Support: The application’s support platform, for raising queries to be investigated by the support team.
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Mobile Application — Technical Overview

2= Two native code bases: separate implementations for iOS (Swift)
= : : : : : Sign in with CY Login
. and Android (Kotlin), with full functional parity and a shared release O IDEE (PGS o i O i SRS it foir

plan.

|Ig

[

Quick Login

Biometrics or PIN, after the first sign-in

Secure citizen authentication: sign-in via CY Login 0
(OpenlDC, PKCE) with strong authentication (OTP via
SMS/Authenticator) and fast re-login (Quick Login) with
biometrics or PIN.

Digital Document Creation

OTP via SMS - call to the FLEX Gateway with an Access
Token

Document issuance & protection: digital documents are
delivered from the FLEX Gateway end-to-end encrypted for
the citizen and digitally signed, so the app can verify each
document is authentic and unaltered before storing it.

Document Validation
QR Code or Quick Scan - real-time citizen consent
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FLEX Gateway — The Application’s APl Gateway

CY-Login (AuthN / OpenIDC)

Central request-processing role: validates every request
from the mobile application, authorizes via CY Login

(OpenIDC), and coordinates the creation, sharing and Flfgiggtzsvv:Av
verification of digital documents. y

Cosmos DB (Doc DB)

CY-Connect (document retrieval)

Cloud-native stack on Azure: Container Apps (running the T ey S

microservices), Cosmos DB for MongoDB
(document/device data), Cache for Redis (OTP & pairing iCo:tai:er Gateway + Key Vault Mp:)z:izzr .
codes), Application Gateway + WAF, Key Vault, Azure DNS, 2P WAF. o _________oomr :

VPN Gateway.

Production monitoring: Azure Monitor (metrics, dashboards,
alerts) and Application Insights (response time, exceptions,
usage telemetry) for continuous oversight and rapid issue
diagnosis, operated by the Contractor.

A\ /K
\vi!. 4
W DEPUTY MINISTRY OF RESEARCH, INNOVATION AND DIGITAL POLICY




Citizen Support Platform

digital-citizen.gov.cy/techniki-ypostirixi

Selecting the request category

Application operation, ID Card, Driving Licence, Roadworthiness
Certificate, Fan Card, etc.

digital-citizen.gov.cy/techniki-ypostirixi: links by subject S0 T G eelln
At sqpport.d|g|taI-C|t|zen.gov.cy — CY Login credentials are
category — Application Operation (and Gov.gr Wallet), ID Card, reaued
Driving Licence, Motor Vehicle Roadworthiness Certificate, Fan
: 3 Submitting the R t
Ca rd y M I nor S I D . Col:tactn:IIeta:II:agre filleed in aeu(t:f)l:‘:tfzally from the CY Login profile

Submitting a new request (ticket): sign in with CY Login at

support.digital-citizen.gov.cy — “Submit Request”. Contact D rebEE T
details are filled in automatically and the request is routed to
the L1 support level via the back office module.

Routing & Assignment
Automatically to the competent authority and a specialised officer

Tracking the response: email with a unique reference number, Response Notification

notification once answered, viewable via “View Responses”. Hotfieation emall = View Responises n fhe personal reposiiory
CY Login matters are handled by the DITS team through

cyloginsupport@dits.dmrid.gov.cy

Support line 1450 provides L1 support and is handled by DMRID
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Support Platform — Backoffice

e Topics & Entry Channels: tree structure of up to 3 levels (subject

— areas — topics — sub-topics) with 3 topic types; each topic is il gl

= , Subject Area Topic
= configured separately for web submission. j m
< I-:I_: USER ROLES

Ticket Administrator Response Team Manager

Access Rights & SLA: for each topic, the responsible
Departments and response team are defined and provide L2
support. The SLA is set centrally, with the option of exceptions

Call Centre Supervisor Call Centre Agent

Call Centre Statistics Ticket User

per topic. DASHBOARD & CENTRAL MANAGEMENT
Dashboard

Requests within/outside SLA for the last 7 days - personal assignments (Special
Assignment / Work Order)

Roles & Central User Management: 6 user roles, from Ticket User S —
to Admlnlstrator, aCCOU ntS are Created Centra”y Vla the admln Creation, modification, activation/deactivation of accounts
module, with permissions assigned separately per subsystem. Group Management

Grouping of users with administrators and members per group
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Secure Authentication — CY Login Flow

Sign in with CY Login
The citizen selects “Sign in with CY Login” on the application’s
home screen

Secure Authorization Request
The application opens CY Login using OpenID Connect with PKCE

M
— OpenIlD Connect with PKCE: The application uses the Entering Credentials
— Authorization Code Flow with PKCE to protect the sign-in process. o tamtionton g credentials and confims fe OTE VIR SIS
:
|2
— 2FA with OTP

SMS or Authenticator - identity confirmation with biometrics, PIN or
pattern

Strong Authentication (2FA): after the personal CY Login
credentials, an OTP is sent via SMS or Authenticator and
biometrics, PIN or pattern are requested.

Push Token Registration

The mobile application assigned a push token to receive push
notifications

Subsequent Sign-ins

Quick Login uses biometrics without repeating the full CY Login
flow

Quick Login: After the initial sign-in, the citizen can access
the application using biometrics together with the existing
secure session, without repeating the full CY Login process.
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Verification via mobile 2 types of QR
Both the Citizen and the Validator use the Codes

application to carry out the validation. The Citizen QR Code Scan where, as part of the
chooses to display the QR code of the document : orocess, the Citizen receives an OTP via
they want to present, and the Validator scans it oush notification, which they must
using the verification function. 01 syrovide to the Validator so that the

Validator can gain access to the
document’s details.

Quickscan where, through this

nJ'.n function, a single-use QR code is

()2 generated with a lifetime of a few
minutes. Once scanned by the
Validator, access to the document’s
details is iImmediate. (used at stadiums,
concerts, etc.)
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< Agktio TavtoTNTAG

Ap1Bp6¢ TauTHTNTAG:

Hy. Ekdoone: 18/07/20
Hy. Afgng:  18/07/2027

Wneiakog
1 & Al T e

MpooOnkn 6To Mosg ! .
ﬁ Apple Wallet (&3, Quick Scan

E-‘g'-_,% MpoBoAn QR KwdikoL
Oi ApBuog AegAtiov Tavtotntag / ID Card Number II> [,>
gov.cy
jtep I Thehcitizep ;elecrt]s e diii,tadl Step 2: The document’'s QR code Step 3: The authorised person selects the
SELITENTS THE B e ee YErhe appears on the citizen’s screen. Document Validation function and scans the QR

and presses the “Show QR Code”

code.
button.
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Document Validation — QR Code Scan

4 —_— 5:392 o 56 E T 5:47 R a 56§
Ynoiakog
T QN n e

Altnua sAgyyov Kwdikog abZeugng

‘EAeyxoc AopaAsiag

a va oUVEXIOETE va ¥PrOIPONIOLELTE TN
epappoyn napakaiovps ETUBERAWICTE TNV
TAVTOTNTA Cacg.

Altnpa yua enidzlgn eyypagoo "Aeirio

eDS2hgPArBSThL PyvcKizw The full
document is
O I|> l,> AEIETE QUTOV TOV KWOLKO: d|Sp|ayed on the
( j authorised
|
rm 588670 person’s screen.
g 7)
IJI ‘Eykpion
Ll
@
AnGppgpr
Step 4: The citizen receives the Step 5: The citizen’s phone then displays Step 6: A unique code appears on the citizen’s
verification request and is asked to the screen below, where they are asked to screen, which they must show or state to the
confirm their identity using biometrics. give their approval for the document authorised person as part of the verification
They select “Confirm”. verification by tapping the green tick, process. The citizen selects “Complete”.

marked “Approve”.

DEPUTY MINISTRY OF RESEARCH, INNOVATION AND DIGITAL POLICY



< Agltio TavtoTNTAG

Ap1Bpu6c TautoTnTag:

Hy. Exboong: 18/ 07/2017
Hu. Aénc:  18/07/2027

Wnoiakog

1 8 ARTH €

—_— MpooBrkn oTo Mosg !

”"'-

Apple Wallet LB3E | Quick Scan

The full
Eg'-_;rt MpoBoAn QR Kwdkob .
document is
Oi Ap1Bpoc AeAtiov Tavtotntag / ID Card Number Il> l,> dlSpIayed On the
authorised
L person’s screen.
Emtwvupo
Surname { g? ‘
..... gov.cy
Step 1: The citizen selects the digital Step 3: The authorised person selects the

Step 2: The document's QR code Document Validation function and scans

document they wish to have verified e
appears on the citizen’s screen. the QR code

and selects the “Quick Scan” button.

\ |
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Document Validation — GOV.CY Website

h Wndlakog j (+)

KaAwooploeg,

2QTHPOYAAA TIOAYBIOY

00007012560

[ToAlTn ¢

| &
X 4

5
o

MpooBnkn oTto Moeg ! .
Apple Wallet 8% | Quick Scan

25
Fr

-~

MpoBoArn QR KwdkoL

18/07/2017
18/07/2027 | =,

Y. e N R
AT

1/99999916

01/01/1999
01/01/2999

Step 1: The citizen selects the
document to be verified from their
digital “wallet” (e.g. Driving Licence).

Y

Ovopa

ONOMA

Enwvupo

EIMQNYMO

Name

NAME

Surname

SURNAME

Huepounvia M'evvnong

01/01/1960—

Step 2: They open the document and

select “Show QR Code” to make
available for validation.

It

\/

Step 3: The device displays the document’'s QR
code full-screen, ready to be scanned by the
Validator.
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Document Validation — GOV.CY Website

N . s N7l ‘ . WN7ls . 0
LV goVv.Cy EmnaAriBeuaon eyypagpou @ JOV.CYy EnaAnBevon eyypagpou EV" gOV.CYy EnaAneuon eyypdpou

<{ Back ¢ Back < Back

Avtiypago adeiag odrynong

MpoBoAn

ZUUTIANPWOTE TovV KWOLKO 'H capwote 1o QR code
Snuhr'l 9 8 Uanc ©a XpelaoTeiTe PLa cuoKeun PE AelToupyia KAPEPAG, TLY. £vav UMIOAOYLOTH, &va

KlvnTo ff éva tablet.

TuumAnpwote Tov Kwdkd 'H capwote 1o QR code
enakﬁ e euonc Oa XpelaoTeiTe Pla CUOKELN PE AEtToupYia Kapepag, LY. £vav UTIOAOYLOTH, Eva

) ) kavneo f éva tablet. Kuwbukos Mpagng EAéyxou (Digital iORIy801Kp42rk8_ajB8cw
Kwdikog Enahrifevong

Kwbikog Enain8evong document unique code)
| | | Xpovoornpavan MNpagng EA&yyou (Digital  04/11/2024, 09:27:50
document issuance timestamp)
M Kwbikog enak@evong
EOpeon iORIyBo1Kp42rk8_ajB8cw

Abewa 0dnynone
Karactaon
duwroypapia aderag obiynong To éyypapo exBoBrke
Mpoétuno

GOV-DIGITAL-CITIZEN-DRIVING-LICENCE

Huepopnvia ékboong eyypdpou gov.cy
@ 04/11/2024,11:27:50
QOV.CY  ©Republic of Cyprus, 2024 3 4 i3

Step 4: The Validator goes to digital- Step 5: The device's camera or a barcode Step 6: The application confirms the unique 22-
citizen.gov.cy/validate/ and chooses either to scanner through the input field scans the digit document code and displays the
manually enter the unique 22-digit document document’s QR code in real time, from within document’'s verified details —  status,
code or scan the QR code. the browser. timestamp and unique verification code.
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Document Validation —
Security Protocol

2= Two Roles:
= Citizen — verified citizen, holder of the document;
?c.= Validator — no sign-in required, can validate anonymously.

Temporary Validation Key: a unique key pair is generated
on the Validator’'s device solely for that specific validation
and is deleted immediately afterwards.

End-to-end Encryption: the document is transferred as a
JWE — signed with the FLEX Gateway’s key, encrypted with
the Validator’s key; screenshots are not possible.

QR Scan

The Validator scans the Citizen’s QR code (“Show QR” or “Quick
Scan”)

Temporary Validation Pair

Generated on the Validator’s device — unique to this validation

Consent Request

To the FLEX Gateway: document id + the Validator’s temporary
public key

Push Notification

FLEX Gateway — Devices & Notifications — Firebase — Citizen’s
device (JWE)

Consent with Biometrics

The Citizen approves the request; a pairing code is displayed

Sharing the Code

The Citizen verbally shares the pairing code with the Validator

Document Delivery

JWE encrypted with the Validator’s key — viewed — key deleted
immediately
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FLEX Gateway — Structure,
Data Model & Infrastructure

FLEX GATEWAY INTERNAL SERVICES

&Qg Backend Services (Microservices): Containerised backend
— services support APl request processing, document lifecycle

= operations, wuser and device registration, one-time-code
[ = processing, and notifications DATA MODEL — CORE COLLECTIONS (Cosmos DB / MongoDB)

Device Registration Data
Status & details of citizens’ registered devices

Data Storage: Azure Cosmos DB for MongoDB stores
Q application data related to registered devices, digital-document  pocumenttiecycle bata
=

lifecycle, operational references and security-related records.
Azure Cache for Redis supports temporary data, including one-

Operational Reference Data
Document numbering counters/sequences

time codes and pairing information Security & Trust Data
Environments: separate cloud environments (PROD, UAT) with
scalable capacity — safe testing before every change to
production.
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